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The Dark Side of Crypto:
Navigating Cybersecurity Incidents and Ransom Demands

May 25, 2021 — Blockchain @ Butzel William Kraus | Claudia Rast | Scoft Bailey



Today’s Discussion
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« Colonial Pipeline

« Hypothetical Aftack Scenario
* Key Responses

» Best Practices

* Preparing for Attacks

¢ Q&A
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Colonial Pipeline

Colonial Pipeline Disruption - U S, East Coast
= = Colonial Pipeline = Urban Areas
= = Plantation Pipeine @ = Distribution Terminal
Source U S Energy Information Administration
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Source: U.S. Energy Information Administration




Digital Assets and Ransomware

» Easily Transmifted and
Verifiable

» Pseudo-anonymous

* Increased
Sophistication
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Navigating Cybersecurity Incidents and
Ransomware Demands

« Hypothetical Attack Scenario
* Key Responses

» Best Practices

* Preparing for Attacks

¢ Q&A
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William Kraus Claudia Rast Scott Bailey
/34.213.3434 /34.213.3431 248.498.4130
krausw@butzel.com rast@butzel.com scott.bailey@nldiscovery.com

TAKEAWAYS AND QUESTIONS
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DISCLAIMER
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These materials and presentations are infended and
designed for informational purposes only —they do not
provide legal advice and no afforney-client
relationship is created. No liability is assumed in
connection with the use of these materials. Legal
counsel should be consulted regarding how
applicable law impacts specific sifuations.
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